
Norwood Computer Department

Network Systems Engineer
Position Purpose:
The purpose of this position is to perform professional and technical duties related to the proper design, configuration and installation of the Town’s critical Windows and Linux Servers.  The Town’s network consists of multiple servers and buildings in a multiplatform environment.  All other related work as required.

Supervision:
Scope and Judgment: Performs highly technical and responsible duties requiring extensive independent judgment and initiative for the design, configuration, installation, testing and maintenance of all network services (hardware and software) as well as regulating their use through proper network security, and other activities related to the use of information technology throughout the Town and as directed by the Computer Director.  When assigned by the Director, this position may develop work requirements and has the responsibility to assure jobs or projects are complete. 
Supervision Received: Works under the administrative and technical direction of the Computer Director, functioning independently maintaining the Town’s critical systems, reporting problems and resolutions to the supervisor.  Develops operating objectives related to the essential functions of this position.  Will be assigned projects that are to be performed in addition to his/her daily computer maintenance duty and responsibilities.  Will require the ability to make independent decision with a high degree of individual initiative
Supervision Given: May supervise co-op students, part-time employees, and/or vendors. Supervisory responsibilities, which may be assigned, include direct accountability for quantitative and qualitative results, but does not extend to personnel hiring or firing or budgetary control.  May act as division or department head during absence.
Job Environment:

(The physical demands described here are representative of those that must be met by an employee to successfully perform the essential functions of this job.  Reasonable accommodations may be made to enable individuals with disabilities to perform the essential functions.)

Work is performed in good working conditions with electro-mechanical computer- and telecommunications-related equipment; exposure to noise from printers, bursters, decollators and other computer-related equipment.  Periodically subject to air temperature fluctuations due to those portions of computer system/peripheral locations which have more stringent climate control needs.  May be occasionally exposed to odors, fumes and dust while maintaining equipment town wide. Employee travels to various building sites throughout the Town.

Operates enterprise-wide, departmental and PC-based computer systems, components, and other office equipment.  While performing the duties of this job, the employee is frequently required to sit and talk or hear.  The employee is occasionally required to walk; use hands to finger, handle, or feel objects, tools, or controls; and reach with hands or arms.
Has regular contact with all Town personnel, various consultants and vendors.  Has infrequent contact with the general public.  Contacts are in person, in writing, by email and by telephone.

Has access to all confidential information from accessible computer network files including employee records, passwords and daily user activity.
Errors could severely jeopardize Municipal operations or have direct financial and negative legal repercussions, including damage to or loss of information, damage to hardware or software, delay or loss of service, reduced levels of production from users and disclosure of confidential information. 

Essential Functions:  

(The essential functions or duties listed below are intended only as illustrations of the various types of work that may be performed. The omission of specific statements of duties does not exclude them from the position if the work is similar, related or a logical assignment to the position.)
Responsible for the design, installation, testing and maintenance of all network servers as well as regulating their use through proper network security.  This includes but is not limited to Windows active directory, file, print, email, web, database, routers, switches, firewalls, spam, antivirus solutions, remote access, backup and monitoring systems.

Manage and troubleshoot the Town’s Windows 2003/2008 AD Servers, multiple Windows application, file and print servers.  Manage and troubleshoot the Town’s various proprietary servers including the Castelle Fax server, Smoothwal Firewall server and Sophos Security servers.  Manage and troubleshoot the Town’s Linux Zimbra Email server, Linux Web Joomla server, Linux Resource Samba server.

Ensure all proper backups of configuration and data of all servers.  Ensure proper security updates and patches of all servers are applied.  Monitor application and error logs for software bugs and security breaches.  Maintain up-to-date Documentation on all software and server systems.  Aide in the development and maintenance of Disaster Recovery Plans.

Manage and monitor performance of site to site communications and external internet connectivity.  Develop and maintain standard desktop and laptop clones to be deployed throughout the town. Develop and maintain all group policies.  Monitor the network’s use with regard to capacity, reliability, performance and security. Recommend to the Director any corrective action as needed.

Ensure procedures are in place and enforced to comply with all software license agreements.  Provide meaningful statistics and utilization of network resources to the Director on a regular basis.

Maintain up to date procedures, diagrams and documentation of all network infrastructure components and configurations.

Research and recommend detailed specifications for all hardware and software purchases as requested by the Director. 

Serve as a resource and trainer to other members of the technology team and ensure user requests and needs are resolved in a timely manner. 

Remain current on industry trends in information technology, investigate new technologies and make recommendations to the Director.
Due to the vital nature of the Town’s operation, including the 24/7 operation of the Police and Fire Departments, this position has a variable schedule as required by the Computer Director and based on the needs of the Computer Department.  This may require the incumbent to work hours outside of the normal business operating hours of the Town.  

Independently responds to critical and time sensitive off-hour system emergencies by phone, remote access or on-site.  Resolves very difficult internal service requests under strict deadlines.

Maintain with the utmost confidentiality the user’s files, including Department Head restricted documents and email communications.

May be required, in the absence of the Computer Director, to serve as a spokesperson or recognized authority for the Computer Department.

Work on special projects or any other related work as assigned by the Director.

Minimum Qualifications:

Education, Training and Experience:

· Bachelor's degree in information systems, computer science or related technical degree with over five years of technical and progressive experience; or Microsoft System Engineer Certification with a minimum of 10 years technical and progressive experience in information systems operations and support, or any equivalent combination of education and experience.
· Municipal experience is a plus.

· Experience dealing and working with outside vendors and contractors.  

Special Requirements:

· Demonstrated strong hands-on experience with servers and clients running Windows NT/2000/2003/XP and Linux Server and Desktop operating systems is a must.

· Strong understanding of LAN and WAN concepts and management tools, such as TCP/IP, LDAP, DHCP, DNS, SNMP, switches, routers, firewalls, SPAM and anti-virus.

· Excellent interpersonal, communication, and presentation skills.
· Possession of a valid motor vehicle operator’s license.

Knowledge, Ability and Skill:

Knowledge:
· Requires a highly developed knowledge and thorough proficiency in all phases of computer hardware and software technology including computer systems operation and maintenance, email management, data communications, information security, contingency planning, computer user relations and training, and Internet connectivity

· Knowledge of municipal, public safety and school department operations helpful.
Ability:
· Ability to design, manage and trouble-shoot networks, computer systems, and software packages

· Ability to lead projects effectively to enable information systems to perform at optimum level
· Ability to assist in the evaluation of technology options and plan for their current and future use and procurement

· Ability to communicate effectively and efficiently, verbally and in writing, at all times to a varied audience, both within and outside Town government.  

· Ability to deal with department heads and committee members tactfully and effectively and maintain a positive view of the Computer Department and Network.

· Ability to be a team player who can effectively manage multiple priorities and negotiate deadlines.
· Ability to make well reasoned and immediate decisions.
Skill:
· Skill in operating above mentioned equipment.

· Strong interpersonal and technical skills.
· Skill in leading complex technical projects with other members of the Computer Depart. 

Physical Requirements:

The Physical demands described here are representative of those that must be met by an employee to successfully perform the essential functions of this job.  Reasonable accommodations may be made to enable individuals with disabilities to perform the essential; functions.

While performing the duties of this job, the employee is regularly required to use hands to finger, handle or feel objects, tools and/or controls; and reach with hands and arms to pick up papers, files, printers, CPUs, and other common office/computer objects not weighing more than 50 pounds.  Operates a keyboard at an efficient speed.   May be required to sit for the entire length of a shift.  Hearing at or correctable to normal ranges.  Communicates verbally and in writing; must be able to communicate in a very clear and easily understandable voice.

Specific vision abilities required by this job include close vision and the ability to adjust focus.  The noise level in the work environment can range from moderate typical office noise to constant buzzing and highly technical and multiple computer equipment related levels of sound.
Duties generally do not present occupational risks, other than possible minor injuries that could occur if safety features are not followed.  Injuries can include minor bruises from falls, minor cuts and burns, or muscular strains from lifting or carrying heavy computer equipment or materials.
(This job description does not constitute an employment agreement between the employer and employee, and is subject to change by the employer as the needs of the employer and requirements of the job change.)
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