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Purpose of Today’'s Webinar

Review and discuss:
* Risks posed by misinformation in today’s digital world
 Strategies to combat misinformation effectively

* Tools that will equip local government leaders the ability to
regain control of their message and maintain public trust



Key Definitions

Misinformation

Disinformation

Malinformation
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Risk categories
I Economic

I Environmental
I Geopolitical

I Societal

I Technological

Source

Global risks ranked by severity over the short and long term
"Please estimate the likely impact (severity) of the following risks over a 2-year and 10-year period."
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World Economic Forum Global Risks

Perception Survey 2023-2024.

10 years

IRl Extreme weather events

Al Critical change to Earth systems

Il Biodiversity loss and ecosystem collapse
ZE Natural resource shortages

SR Misinformation and disinformation

Rl Adverse outcomes of Al technologies

(& nvoluntary migration

ISHl Cyber insecurity

Rl Societal polarization

Ok Pollution



Growing Threats

* Role of social media and algorithm-driven content
* Al amplifying manipulated and distorted information

 Impacts on local governance, safety, public health, political
stability
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Subject: ICE fingerprinting in Harvard Sq--7News Request

Hi Jeremy,

We got a couple tips about ICE officers patrolling Harvard Sq yesterday- one of our colleagues reported that she herself
was fingerprinted by someone who appeared to be ICE to check her immigration status. More and more this sounds like
these were fake officers. Do you have any reports on this?

Look forward to hearing from you.

Thanks,

Brian Michael
Assignment Editor
bmichael@whdh.com
617-725-0775
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Lowell Police Department (Official)
18m -

The Lowell Police Department has become aware of a viral social media post alleging that federal
authorities are actively seeking a motor vehicle containing 2-3 males wanted for sexual assaults in
the Bridge St. area of Lowell. We are constantly working and in contact with our federal law
enforcement partners and can confirm that there is no truth to this post.

The Lowell Police Department has become aware of a viral social
media post alleging that federal authonities are actively seeKing a

motor vehicle containing 2-3 males wanted for sexual assaults in the

Bridge St. area of Lowell. We are constantly working and in con-
tact with our federal l[aw enforcement partners and can confirm

that there is no truth to this post.










Town of Norfolk’s
Temporary
Emergency
Shelter

Managing Misinformation
in a Small Town

* The Public Forum

« Community Facebook
Page

* Influence of Outside
Actors
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On Friday, May 10, the Town found out the decommissioned Bay State Correctional

Center had been designhated as a temporary emergency shelter by the Healey
Administration.

The Town was told that:

» 140 families or up to 405 people deemed eligible for emergency assistance. Some families are

currently housed at Logan Airport
* The shelter is planned to be in operation for six to twelve months
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James George
This is an absolute disgrace, and the fact that our board of selectmen and town
administrator would allow this shows that they have no interest in what is best for the
town of Norfork or it people08:

If the government wants to take in illegal immigrants from other countries and
overwhelm our communities while paying for them with our tax dollars then they can
find a spot in Washington DC to house all of them instead of dumping them into our
backyards! 085

30w Llike Edited 1160 @

Patti McDermott McLaughlin
Wake Up People if you think it’s all needy that snuck across the border!!! They are
murderers! Criminals! Gangs, that make our gangs look angelic ®you are all so blind!!!

30w Like

Eric Christianson

Whoever is ok with this, please provide your address and we will gladly drop these
people off at your house with your family.

30w Like

oo | Lindsay Ghizzoni replied - 7 Replies

Paul Gerus
Vote Republican
30w Like 43G0®

O“"A Karen Grant Misra replied - 1 Reply

Tony Rausa Top contributor

That would be a great place to feed and shelter homeless USA Veterans. Ehh, that
makes too much sense......

30w Like

ﬁz— Patti McDermott McLaughlin replied - 3 Replies

P Joseph Touhey
The governor's office needs to be overwhelmed on Monday.
Politely let her know we will not accept this invasion.

i
MASS.GOV
Governor Maura Healey and Lt. Governor Kim Driscoll

Todd LaBagh

30w Like )

Hundreds of billions of dollars just given away to corrupt countries. What do we get?

R i e e lllegal immigrants taking our benefits....thank a demorat!!!!!!!




By Monday...

People wanted answers

* Norfolk Community Facebook page
© 50% - Concern and/or outrage
© 50% - Let’s wait to see impact. What can we do to help?

* Press requests
O Local, Statewide, National, Global
= Washington Post, Swedish Documentary

 VVoicemail inboxes full
o A few were valid questions/concerns regarding the situation
© Some were offers of assistance and volunteers
o Alot were explicit, hateful comments about staff, Select Board members, the migrants,
political figures, MA Governor etc.
© The rest were a result of being in national headlines




About Norfolk

« Suburban town located in Norfolk County,
approximately 30 minutes southwest of Boston

* Population: 11,594

« Select Board (3 members) — Town Meeting — Town
Administrator

 MBTA station, rural feel

» 2 Elementary Schools (close to capacity) & King
Phillip Regional School — High and Middle

* Alot of staff esidents

Small Town Structure

» As ATA/HR Director, | wear many hats
O | also serve as Communications Director
O Executive Assistant in the Select Board’s
office
 All Town communications go through SB office
* PR Firm for press releases



Communication Strategy: One message
from centralized source, then rely on help

’l‘cml[;()rzl l\l Emergency Shelter
. Dashboarc
 Two Channels:

The Select Board and Town staff are committed to transparency and regular updates to the community

© Town Facebook page — only for pushing out info, no comments
© Town Website — News posts and e-notify alerts

e Set up a Shelter Dashboard on the website
O Centralized location for any all information regarding the shelter
= |f not on dashboard, it's not official
= \Worked w/schools = one message

e Help from trusted and informed community partners
© Town staff who are residents, other board members 3
o Civic and community groups
= Share Town message online
m correct misinformation in real time
= Helped Town Admin and policy leader stay out of fray




The Public Forum

 Example of misinformation/Disinformation/Malinformation
© In theory, great idea but this event inflamed the situation for the Town and increased lack of

trust from residents
O Anger towards the State because of their lack of information
O Scheduled during a time where the State did not know a lot of facts or were not able to

communicate them

 Emotions were raised and questions/comments sometimes came from valid concerns
and fear regarding the economic/political landscape



Norfolk’s Community Facebook Page

A friend and foe for misinformation

© Not run by the Town, but has responsible page
admins

© Page admins would correct misinformation & shut
down post if out of control
it’s hard to correct w/ such low public trust
Several other Facebook pages developed from the
community page posts — pro/con shelter

e Facebook post on July 12 - Migrants are being given
cars by the state
© Rumor grew throughout the day and resulted in
many calls to the Town, elected officials, and local
press
© “My taxes are paying for them to have cars” “I can’t
even afford a car”
= Ended up putting out a press release to address
the rumor

p—

Are cars being provided to families at shelters?

Families at the Bay State Overflow Shelter and other shelters in
the Commonwealth are not being provided with cars. While
Heading Home is offering transportation services at Bay State,
individual vehicles are not available to families. Our office has
learned that some families at other sites, who have started
working, have pooled their money to purchase a vehicle, but
the State does not provide these vehicles.

If any of these illegals can pool their
money to purchase a car, buy gas
and insurance, car maintenance, why
are tax payers footing the bills to
house, cloth and feed them and
their families.

2lw Like Reply 104

Cherylanne Howe Miner
And how have MA driver’s licenses

been obtained? Cost me an arm and
a leg to get my US teen through
drivers Ed, permit & licensed with
time frames in for each phase.

And registered/insured? How?



Norfolk’s Community Facebook Page

e Public Safety and Schools
© Two biggest issues for the Town was the potential impact on
schools and p.ubll_c g.afety | —
© Small Town with limited resources, not much commercial PRISON-SHELTER
revenue, and two schools already at capacity. All valid concerns. NOT SAFE

« Communication challenge: misinformation that hits people
where it hurts the most - their kids and safety
© None of those kids will be vaccinated in time for school
© Once they are here they have the right to go to school here even
if they move

© What will happen to my kids IEP?
If my allergic son gets stung by a bee and the Town’s only
available ambulance is responding to a call at the shelter, what

ost relevant = il comments w

<

4y, Thomas Vincent Orlandi
(had 7. ek " You can put up all the graphs you want, all it takes is one Boston bomber, and one cartel
z VT rapist or mass murderer to come thru illegally/undocumented

For danfication. The town has two ambulances. The third ambulance provided by the

30w Like Reply 17 lbs
state is during peak times of calls derived from historical data.

Q Jack Olivieri Top contributor
Thomas Vincent Orlandi exactly



Outside Groups

* With the attention from the national headlines, Norfolk
attracted many “outsiders” who used fear and
sensational misinformation to cause chaos

 Qutside political groups (throughout New England)
sent members to the public forum and local protests
O Not directly impacted by this, planted to push own
agenda
O Were the loudest, heckled speakers and residents

« Easy to take advantage in a low trust environment



Lessons Learned

e Centralized message
© Online dashboard
O Collaboration with schools = one message

e Utilized our community structure
o Staff, local leaders, civic groups corrected misinformation

* Reach out to your neighboring communities
© How did they handle communications?

* Don’t tell someone else's story
© The State had a story to tell, not the Town
© Direct questions to the organization who owns the story

» Keep staff informed along the way
S They will be your biggest advocates




Cambridge’s
Temporary
Emergency
Shelter

* Hosted approximately
70-80 families

« Shelter was located at
state-owned Registry of
Deeds building

« Multiple rumors over the
first month




Strategies to
Control the
Spread

« Steadfast Monitoring
 Act Quickly
« Set Thresholds

 Demonstrated Empathetic
Transparency and
Relentless Follow-Up

 Be Coordinated and
Consistent

 Leverage Influencers and
Local Leaders



Establish Educational
Frameworks

« Launch Information literacy campaigns
« Promote hubs for digital literacy workshops

* Create awareness around detection tools

Digital
Literacy

JULY 2021

Learning"”“:




Actionable
Steps for
Leaders

Establish a crisis communications plan

Monitor key topics

Build partnerships with fact-checkers

Invest in public awareness

Train employees and communications
teams

Establish policies so employees can
engage and respond responsibly
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