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Cyber Resilient Massachusetts Grant Program
Funding Available for Managed Detection and Response

The MassCyberCenter is providing grants under the Cyber Resilient Massachusetts
Grant Program to municipalities, small businesses, and non-profits in Massachusetts to
fund Managed Detection and Response (MDR) services from CyberTrust Massachusetts.
Grants provide up to $25,000 to fund MDR for up to 3 years.

The CyberTrust Massachusetts Security Operations Center provides MDR with the
support of SentinelOne. This service positions organizations to detect and respond to
cybersecurity threats and includes the following:

Managed 24x7 endpoint detection and response
Network Discovery

Vulnerability Assessment

Active Directory and Entra Hygiene

Active Directory Identity Protection

Software and Asset Inventory

Additional Information
« Applications accepted on a rolling basis
« Applications must include a scope of work for MDR services from CyberTrust MA

About CyberTrust Massachusetts

CyberTrust Massachusetts is a non-profit organization working closely with the
MassCyberCenter and is currently supported with grant funding to support the
operation of SOC and Cyber Range facilities located at colleges and universities
across the Commonwealth that grow and promote the diversity of the
cybersecurity pipeline, as well as help provide solutions to municipalities, small
businesses, and other organizations for protection against cyber threats.

To learn more and apply_



https://masscybercenter.org/
https://www.cybertrustmass.org/
https://www.sentinelone.com/global-services/vigilance-respond/
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Our mission is to improve cybersecurity resiliency and create cybersecurity
workforce development opportunities in Massachusetts by building public
awareness, creating cutting-edge programs, organizing engaging events and
leading collaborative working groups.

“In today's interconnected world, cybersecurity is economic security.”
John Petrozzelli, Director of the MassCyberCenter

Programs
Cybersecurity Resiliency

® ¢ ® Cyber Resilient Massachusetts Grant Program

W< Municipalities, small businesses and nonprofits in Massachusetts are eligible to receive

ag grants under the Cyber Resilient Massachusetts Grant program to fund Managed
Detection and Response (MDR) services from CyberTrust Massachusetts. Grants provide
up to $25,000 to fund MDR for up to three years.

Minimum Baseline of Cybersecurity

Minimum Baseline

of (ybersecurity — Technology plays a vital role in Massachusetts and in the lives of its citizens. The
minimum baseline framework is made up of four foundational goals to help organizations
improve their cybersecurity posture and protect against cyberattacks using people,
process and technology. A set of learning modules and listing of free and low-cost
federal and state resources is provided for each goal.

Cyber Resilient Massachusetts Working Group (CRMWG)

The CRMWG brings together public and private sector leaders from across
Massachusetts to identify ways the state’s innovative technology ecosystem can help
Massachusetts municipalities and critical institutions protect sensitive data, increase
cybersecurity awareness and respond to emerging threats.

Workforce Development

o . Security Operations Center & Cyber Range Initiative

@" The MassCyberCenter is supporting the launch of statewide programs to promote the

, | development of a diverse cybersecurity workforce and improve local cyber resiliency in

- the state through the establishment of Security Operations Centers (SOCs) and Cyber
Ranges at colleges and universities.

o2 Cybersecurity Mentorship Program
4
The Cybersecurity Mentorship program matches diverse cybersecurity undergraduate
:’0 students with a mentor from the cybersecurity industry for a project-based mentorship

experience. The goal of this program is to promote the development of a diverse
cybersecurity talent pool in Massachusetts.



ACE Alternative Cyber Career Education (ACE) Grant Program

Events

The ACE Grant Program supports cybersecurity training initiatives across Massachusetts
that serve as alternatives to traditional degree programs. Grants are available for
Massachusetts-based organizations that train young adults and retrain existing
professionals to enter the cybersecurity workforce.

Cybersecurity Jobs Board

The Cybersecurity Jobs Board offers a listing of open cybersecurity jobs and internships
in the state, as well as remote positions affiliated with Massachusetts organizations.

Cybersecurity Training & Education Working Group (CTEWG)

CTEWG's mission is to support the training and education of cybersecurity students and
professionals in Massachusetts through collaboration and partnerships. The group meets
monthly to collaborate and discuss initiatives and requirements that support
cybersecurity education and training programs.

Massachusetts Cybersecurity Forum

The annual Massachusetts Cybersecurity Forum brings together cybersecurity leaders
from across the state to showcase the vibrant cybersecurity ecosystem, promote public
and private partnerships and highlight Massachusetts as a national leader for
cybersecurity.

Massachusetts Municipal Cybersecurity Summit

At this free annual cybersecurity training event, attendees learn how to recognize
emerging threats, bolster defenses and respond to various cybersecurity challenges.

Massachusetts Cybersecurity Month

Massachusetts Cybersecurity Month highlights broad audiences such as educational
institutions, businesses, R&D centers, policy leaders, investors and technology groups
that come together in the Massachusetts cybersecurity ecosystem. This ecosystem makes
Massachusetts a national cybersecurity leader and enables the state's citizens and
economy to thrive in the face of growing threats. Massachusetts Cybersecurity Month is
held concurrently with National Cybersecurity Awareness Month.

For more information contact masscybercenter@masstech.org

To learn more about
our programs visit
masscybercenter.org
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COMMONWEALTH SOC RANGE INITIATIVE

The MassCyberCenter has launched programs to grow a diverse cybersecurity workforce and
improve local cyber resiliency in Massachusetts through the establishment of a statewide Security
Operations Center (SOC) and Cyber Ranges at colleges and universities.

y b er t rus t CyberTrust Massachusetts is a non-profit working closely with the MassCyberCenter and
o’si e massachusetts [S currently supported with grant funding to support SOC and Cyber Range operations.

Security Operations Centers

The CyberTrust Massachusetts SOC provides Managed Endpoint Detection and Response (MDR) and
cybersecurity assessments to municipalities, small businesses, and non-profits in Massachusetts.

Cybersecurity Assessments Managed Detection and Response

ADVISORY SERVICE KEY OFFERINGS:

e Managed 24x7 Endpoint Detection & Response

e Network Discovery

e Vulnerability Assessment

e Active Directory and Entra Hygiene
e Active Directory Identity Protection

e Software and Asset Inventory

Cyber Ranges
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